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Abstract

The SMIP STARTTLS option, used in negotiating transport-Ievel
encryption of SMIP connections, is not as useful froma security
standpoint as it m ght be because of its opportunistic nature;
nmessage delivery is, by default, prioritized over security. This
docunent descri bes an SMIP servi ce extension, REQUI RETLS, and nessage
header field, Require-TLS. |[If the REQUI RETLS option or Require-TLS
nmessage header field is used when sending a nessage, it asserts a
request on the part of the nessage sender to override the default
negoti ati on of TLS, either by requiring that TLS be negoti ated when
the nessage is relayed, or by requesting that recipient-side policy
nmechani sms such as MIA- STS and DANE be ignored when relaying a
message for which security is uninportant.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on July 20, 2018.

Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
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(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I ntroducti on

The SMIP [ RFC5321] STARTTLS service extension [ RFC3207] provides a
means by which an SMIP server and client can establish a Transport
Layer Security (TLS) protected session for the transm ssion of email
nmessages. By default, TLS is used only upon nutual agreenent
(successful negotiation) of STARTTLS between the client and server;
if this is not possible, the nessage is sent w thout transport
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encryption. Furthernore, it is comon practice for the client to
negotiate TLS even if the SMIP server’s certificate is invalid.

Pol i cy mechani sns such as DANE [ RFC7672] and MIA- STS
[I-D.ietf-uta-nta-sts] may inpose requirenents for the use of TLS for
emai | destined for sone domains. However, such policies do not allow
the sender to specify which nessages are nore sensitive and require
transport-|evel encryption, and which ones are | ess sensitive and
ought to be relayed even if TLS cannot be negoti ated successfully.

The default opportunistic nature of SMIP TLS enabl es several "on the
wre" attacks on SMIP security between MIAs. These include passive
eavesdr oppi ng on connections for which TLS is not used, interference
in the SMIP protocol to prevent TLS from being negoti ated (presunably
acconpani ed by eavesdropping), and insertion of a man-in-the-mddle
attacker exploiting the |lack of server authentication by the client.
Attacks are described in nore detail in the Security Considerations
section of this docunent.

REQUI RETLS consi sts of two nmechani sns: an SMIP servi ce extension and
a nmessage header field. The service extension is used to specify
that a given nmessage sent during a particular session MJUST be sent
over a TLS-protected session with specified security characteristics.
It also requires that the SMIP server advertise that it supports
REQUI RETLS, in effect promsing that it will honor the requirenent to
enforce TLS transm ssion and REQU RETLS support for onward
transm ssi on of those nessages.

The Require-TLS nessage header field is used to convey a request to
i gnore recipient-side policy nmechani sns such as MIA- STS and DANE
thereby prioritizing delivery over ability to negotiate TLS. Unlike
t he service extension, the Require-TLS header field allows the
nmessage to transit through one or nore MIAs that do not support

REQUI RETLS.

1.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here.

2. The REQUI RETLS Servi ce Extension

1. The textual nane of the extension is "Require TLS".
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2. The EHLO keyword val ue associated with this extension is
"REQUI RETLS".

3. One MAIL FROM option is defined by this extension

4. Two new SMIP status codes are defined by this extension to convey
error conditions resulting fromfailure of the client to
negotiate a TLS connection with the required security and as a
result of an attenpt to send to a server not al so supporting the
REQUI RETLS ext ensi on.

In order to specify REQUI RETLS treatnent for a given nessage, the

REQUI RETLS option is specified on the MAIL FROM command when t hat

nmessage is transmtted. This option MJST only be specified in the
context of an SMIP session neeting the security requirenments that

have been specifi ed:

0 The session itself MJST enploy TLS transm ssion.

0 Any server authentication requirenents included as an option to
t he REQUI RETLS option (see bel ow) MJST have been satisfied in
establishing the current session.

o Followi ng the negotiation of STARTTLS, the SMIP server MJST
advertise in the subsequent EHLO response that it supports
REQUI RETLS.

An optional paranmeter to the REQUI RETLS MAIL FROM option specifies
the requirenents for server authentication that MJUST be used for any
onward transm ssion of the followi ng nessage. The paraneter takes
the formof either a single value or comma-separated |ist, separated

fromthe REQU RETLS option by a single "=" (equal s-sign) character.
If present, the paraneter MJST take one or nore of the follow ng
val ues:

o CHAIN - The certificate presented by the SMIP server MJST verify
successfully in a trust chain leading to a certificate trusted by
the SMIP client. The choice of trusted (root) certificates by the
client is at their own discretion.

o DANE - The certificate presented by the SMIP server MJST verify
succesfully using DANE as specified in RFC 7672 [ RFC7672].

0 DNSSEC - The server MJST confirmthat any MX record or CNAME

| ookup used to | ocate the SMIP server nust be DNSSEC [ RFC4035]
si gned and vali d.

Fent on Expires July 20, 2018 [ Page 4]



I nternet-Draft SMIP Require TLS Option January 2018

4.

4.

The CHAI N and DANE paraneters are additive; if both are specified,
either method of certificate validation is acceptable. |If neither
CHAIN nor DANE is specified, the certificate presented by the SMIP
server is not required to be verified.

The Require-TLS Header Field

One new nessage header field, Require-TLS, is defined by this
specification. It is used for nmessages requesting that recipient TLS
policy (MITA-STS [I-D.ietf-uta-nma-sts] or DANE [ RFC7672]) be ignored.

The Require-TLS header field has a single required paraneter:

o0 NO - The SMIP client SHOULD attenpt to send the nessage regardl ess
of its ability to negotiate STARTTLS with the SMIP server,
i gnoring policy-based nechanisns, if any, asserted by the
reci pient domain. Nevertheless, the client MAY negotiate STARTTLS
with the server if avail able.

More than one instance of the Require-TLS header field MJUST NOT
appear in a given nmessage.

REQUI RETLS Semanti cs
1. REQUI RETLS Recei pt Requirenents

Upon recei pt of the REQUI RETLS option on a MAIL FROM command duri ng
the recei pt of a nessage, an SMIP server MJUST tag that nmessage as
needi ng REQUI RETLS handling with the option(s) specified in the
REQUI RETLS par anet er.

Upon recei pt of a nessage not specifying the REQU RETLS option on its
MAI L FROM command but containing the Require-TLS header field inits
nessage header, an SMIP server inplenenting this specification MJST
tag that nessage with the option specified in the Require-TLS header
field. If the REQU RETLS MAIL FROM paraneter is specified, the
Requi re- TLS header field MJST be ignored but MAY be included in
onward relay of the nmessage.

The manner in which the above tagging takes place is inplenentation-
dependent. |If the nessage is being locally aliased and redistributed
to multiple addresses, all instances of the nessage MJST be tagged in
t he sane manner.
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4.2. REQUI RETLS Sender Requirenents
4.2.1. Sending with TLS Required

When sendi ng a nessage tagged as requiring TLS, the sending (client)
MIA MJST:

1. Look up the SMIP server to which the nessage is to be sent as
described in [RFC5321] Section 5.1. |If the DNSSEC option is
included in the nessage tag, the MX record | ookups in this
process MJUST use DNSSEC verification and the response(s) MJST be
DNSSEC-signed in order to ensure the integrity of the resource
identifier [RFC6125] used to authenticate the SMIP server.

2. Open an SMIP session with the peer SMIP server using the EHLO
verb. The server MJST advertise the REQU RETLS capability.

3. Establish a TLS-protected SMIP session with its peer SMIP server
and authenticate the server’s certificate with the specified
aut henti cation nmethod as specified in [ RFC6125] or [RFC6698] as
appl i cabl e.

4. The SMIP client SHOULD al so require that neaningfully secure
ci pher algorithnms and key | engths be negotiated with the server.
The choi ces of key |engths and al gorithms change over tinme, so a
specific requirement is not presented here.

If any of the above steps fail, the client MJST issue a QU T to the
server and repeat steps 2-4 with each host on the recipient donmain's
list of MX hosts in an attenpt to find a mail path that neets the
sender’s requirenments. The client MAY send ot her, unprotected,
nmessages to that server if it has any prior to issuing the QUT. |If
there are no nore MX hosts or if the MX record | ookup is not DNSSEC
protected and DNSSEC verification is required, the client MJUST NOT
transmt the nessage to the donmain.

Fol  owi ng such a failure, the SMIP client MJUST send a non-delivery

notification to the reverse-path of the failed nessage as descri bed
in section 3.6 of [ RFC5321]. The follow ng status codes [ RFC5248]

SHOULD be used:

0 DNSSEC | ookup failure: 5.x.x DNSSEC | ookup required

0 REQUI RETLS not supported by server: 5.7.x REQU RETLS needed

0 Unable to establish TLS-protected SMIP session: 5.7.10 Encryption
needed
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Refer to Section 5 for further requirements regardi ng non-delivery
nmessages.

If all REQUI RETLS requirenments have been net, transmt the nessage,
i ssuing the REQUI RETLS option on the MAIL FROM command with the
required option(s), if any.

4.2.2. Sending with TLS Opti onal

Messages tagged RequireTLS: NO are handled as follows. Wen sending
such a nessage, the sending (client) MIA MJST:

0 Look up the SMIP server to which the nessage is to be sent as
descri bed in [ RFC5321] Section 5. 1.

o Open an SMIP session with the peer SMIP server using the EHLO
verb. Attenpt to negotiate STARTTLS if possible, and foll ow any
policy published by the recipient domain, but do not fail if this
IS unsuccessful .

Some SMIP servers may be configured to require STARTTLS connections
as a matter of policy and not accept nmessages in the absence of
STARTTLS. This MJST be expected, and a non-delivery notification
returned to the sender.

Si nce nessages tagged with RequireTLS: NOw || sonetines be sent to
SMIP servers not supporting REQUI RETLS, that option will not be
uni formy observed by all SMIP rel ay hops.

4. 3. REQUI RETLS Subm ssion

An MJA or other agent making the initial introduction of a nessage
has authority to decide whether to require TLS, and if so, using what
aut hentication nmethod(s). Wen TLS is to be required, it MJST do so
by negotiating STARTTLS and REQUI RETLS and i ncl ude the REQUI RETLS
option on the MAIL FROM command, as is done for nessage rel ay.

Wien TLS is not to be required, the sender MJST include the Require-
TLS header field in the nessage. SMIP servers inplenenting this
specification will interpret this header field as described in
Section 4.1.

In either case, the decision whether to specify REQU RETLS, and with
what option(s), MAY be done based on a user interface selection or
based on a ruleset or other policy. The manner in which the decision
to require TLS is made is inplenmentation-dependent and is beyond the
scope of this specification.
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4.4. Delivery of REQU RETLS nessages

Messages are usually retrieved by end users using protocols other
than SMIP such as | MAP [ RFC3501], POP [ RFC1939], or web nmil systens.
Mai | delivery agents supporting REQUI RETLS SHOULD observe the
guidelines in [I-D.ietf-uta-emil-deep].

5. Non-delivery nmessage handling

Non-delivery ("bounce") nessages usually contain inportant netadata
about the nessage to which they refer, including the original nessage
header. They therefore MJST be protected in the sane nmanner as the
original nessage. All non-delivery nessages, whether resulting from
a REQUI RETLS error or sone other, MJST enpl oy REQUI RETLS using the
same aut hentication nmethod(s) as the nessage that caused the error to
occur.

The path fromthe origination of an error bounce nessage back to the
MAI L FROM address may not share the same REQUI RETLS support as the
forward path. Therefore, users requiring TLS are advised to nake
sure that they are capable of receiving mail using REQU RETLS at the
same aut hentication nmethod(s) as nmessages they send. O herw se, such
non-delivery nessages wll be | ost.

If unable to send a bounce nessage due to a REQUI RETLS failure (the
return path not supporting the TLS requirenents in the original
nmessage), the MIA sending the bounce nessage MAY send a redacted non-
delivery nmessage to the postmaster of the domain identified in the
envel ope- From address identifying the nessage only by Message-ID and
indicating the type of failure. The original From Return-path, To,
Sender, Cc, and rel ated header fields MJST NOT be included in this
nmessage.

Senders of nessages requiring TLS are advised to consider the
i ncreased |ikelihood that bounce nessages will be lost as a result of
REQUI RETLS return path failure.

6. Miling |list considerations

Mai ling lists, upon receipt of a nessage, originate new nmessages to
list addresses, as distinct froman aliasing operation that redirects
the original nmessage, in some cases to nultiple recipients. The
requi renment to preserve the REQUI RETLS tag and options therefore does
not necessarily extend to mailing lists, although the inclusion of

t he Require-TLS header field MAY cause nessages sent to mailing lists
to inherit this characteristic. REQU RETLS users SHOULD be made
aware of this limtation so that they use caution when sending to
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mailing lists and do not assune that REQUI RETLS applies to nessages
fromthe list operator to |list nmenbers.

Mai ling Iist operators MAY apply REQUI RETLS requirenents in incom ng
messages to the resulting nessages they originate. |[|f this is done,
t hey SHOULD al so apply these requirenments to admnistrative traffic,
such as nessages to noderators requesting approval of nessages.

7. | ANA Consi derati ons

If published as an RFC, this draft requests the addition of the
keyword REQUI RETLS to the SMIP Service Extensions Registry
[ Mai | Par ans] .

If published as an RFC, this draft also requests the creation of a
regi stry, REQUI RETLS Security Requirenments, to be initially popul ated
with the CHAIN, DANE, DNSSEC, and NO keywords.

If published as an RFC, this draft requests the addition of an entry
to the Sinple Mail Transfer Protocol (SMIP) Enhanced Status Codes
Regi stry [ SMIPSt at usCodes] in the 5.7.YYY range to indicate |ack of
REQUI RETLS support by an SMIP server to which a nessage is being
rout ed.

I f published as an RFC, this draft requests the addition of the
header field name Require-TLS to the Permanent Message Header Field
Nanes Regi stry [ PermvessageHeader Fi el ds].

This section is to be renoved during conversion into an RFC by the
RFC Edi t or.

8. Security Considerations

The purpose of REQU RETLS is to inprove comuni cations security for
emai |l by giving the originator of a nessage an expectation that it
will be transmtted in an encrypted form"over the wre". Wen used,
REQUI RETLS changes the traditional behavior of emmil transm ssion,
whi ch favors delivery over the ability to send email nessages using
transport-|layer security, to one in which requested security takes
precedence over delivery and donai n-1evel policy.

The foll owm ng considerations apply to the REQU RETLS service
extension but not the RequireTLS header field, since nessages
specifying the header field are | ess concerned with transport
security.
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8. 1. Passi ve attacks

REQUI RETLS is generally effective agai nst passive attackers who are
nerely trying to eavesdrop on an SMIP exchange between an SMIP cl i ent
and server. This assunes, of course, the cryptographic integrity of
the TLS connection being used.

8.2. Active attacks

Active attacks against TLS encrypted SMIP connections can take nany
forms. One such attack is to interfere in the negotiation by
changi ng the STARTTLS command to sonething illegal such as XXXXXXXX.
This causes TLS negotiation to fail and nmessages to be sent in the
clear, where they can be intercepted. REQUI RETLS detects the failure
of STARTTLS and declines to send the nessage rather than send it

i nsecurely.

A second formof attack is a man-in-the-m ddl e attack where the
attacker term nates the TLS connection rather than the intended SMIP
server. This is possible when, as is commonly the case, the SMIP
client either does not verify the server’s certificate or establishes
t he connection even when the verification fails. The REQU RETLS
CHAI N and DANE options allow the nessage sender to specify that
successful certificate validation, using either or both of two
different nethods, is required before sending the nessage.

Anot her active attack involves the spoofing of DNS MX records of the
reci pient domain. An attacker having this capability could cause the
nmessage to be redirected to a nmail server under the attacker’s own
control, which would presumably have a valid certificate. The

REQUI RETLS DNSSEC option allows the nessage sender to require that
val i d DNSSEC [ RFC4033] signatures be obtained when | ocating the
recipient’s mail server, in order to address that attack.

In addition to support of the DNSSEC option, domains receiving emi
SHOULD depl oy DNSSEC and SMIP clients SHOULD depl oy DNSSEC
verification.

8. 3. Bad Actor MIAs

A bad-actor MIA al ong the nessage transm ssion path could

m srepresent its support of REQUI RETLS and/or actively strip

REQUI RETLS tags from nessages it handles. However, since
internedi ate MIAs are already trusted with the cleartext of nessages
t hey handl e, and are not part of the threat nodel for transport-|ayer
security, they are also not part of the threat nodel for REQU RETLS.
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10.

10.

10.

10.

It should be reenphasi zed that since SMIP TLS is a transport-|ayer
security protocol, nessages sent using REQUI RETLS are not encrypted
end-to-end and are visible to MIAs that are part of the nessage
delivery path. Messages containing sensitive information that MIAs
shoul d not have access to MJST be sent using end-to-end content
encryption such as QpenPGP [ RFC4880] or S/M ME [ RFC5751].
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